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Dashboard Risks Reports Compliance

Risks during a selected period New risks Systems health
Total open risks 450 45%
404 +8% 400 4%
System types
. Average open risks per system 350 3.5%
Cisco
+8% 300 3%
Isilon 1 8
NetApp Vserver Max open risks per system 50 5
NetApp cluster 29 +11% 200 2%
NetApp filer Scan Coverage 150 1.5%
NetApp vFiler 92% 100 19
Symmetrix 50 0.5%
Windows -
0 0%
11-16-20 11-17-20 11-18-20 11-19-20 11-20-20 11-21-20 11-22-20 11-16-20 11-17-20 11-18-20 11-19-20 11-20-20 11-21-20 11-22-20
Scan Coverage Highest-risk system

w

System Type Discovered In Scope Scanned

Cisco 6 6 6 4

Isilon 4 4 2 3

MNetApp Vserve 8 8 8 2

NetApp cluster 1 1 1 1

NetApp filer 2 2 2 .

NetApp vFiler 4 0 0 ) rpinw03  RTPT4STO1  ripins02  ripntap001b  ripntap001a
Symmetrix 2 2 2

Windows 1 1 1




(\ EON"NU"Y Dashboard Risks Reports Compliance

OFTWARE

€ List ®

Rule name | [DSA-CVEs] NetApp 7-Mode vulnerability analysis: NTAP-20140924-0001: sss
Send feedback

NetApp filer * Kk koK vulnerability identified (NTAP-20140924-0001) — e
Aug-04-21
v Warning Open Storage
Urgency Severity Status Domain

Description ;’ ::
@ (ocvezoasar @ ) (ocveznaserr @ ) (ocvezotasars @ ) (o CvE20147169 @ ) (o CVE-2014.7186 @ ) *2
NTAP-20140924-0001: A vulnerability present in the GNU Bash implementation known as Shellshock may affect multiple NetApp products and the impact is under investigation.
Successful exploitation of this vulnerability may result in execution of arbitrary code via a crafted environment variable.
Certain products ship with an affected version of the Bash shell.
link: https://security.netapp.com/advisory/ntap-20140924-0001/
CVSS Score: 10.0
Vulnerable version

« 813P3
Impact Notes [’Add a note\j

Exploitation of this vulnerability may lead to unauthorized disclosure of information, unauthonized modification, and/or disruption of service
Resolution

Activity log v update to version 8.1.4.P6 or higher.



(‘\ CONTINUITY Dashboard Configuration Search

SOFTWARE

€ List ~ [ed = <>
Check name | Access Control (Authentication): Uncontrolled Local Users Suppress check Send feedback
HP 3PAR TXDC3PAR0001 has uncontrolled local users with admin rights (" suppress ) ((Marcas compiete )
Dec-05-18
High v Error Open Baseline Violation Payments app Storage Array (Block) US East
Urgency Severity Status Impact Business impact Resource Region

Notes

e ™~ ™ ™ ™ ™
| x Baseline || x PasswordControl || » NISTBOO-53 | | *Cs || =PODSS ) @
e A PN PN AN r

. Anadin is our emergency local account, rest of the users should be deleted|
Description

HP 3PAR TXDC3PAROOO1 at site Rochester has local users with unlimited rights that are not controlled through an account vault solution.
Authentication control does not meet the required standard (see Impact).

The following table shows the uncontrolled local users:

s ™
User Role Default I-\_ Cancel _,-I

lorap super No
steve_old super No
admgrp1 super No Resolution
anadin super No
jacob Edit No 1. Prefer use of AD/LDAP user accounts over local user accounts and delete unnecessary local users.
To delete a local 3PAR user, use the following command: removeuser username
2. Keep use of local users to a minimum (for emergency scenarios).
3. When choosing to use local users, ensure password policy is enforced using a password vault
solution.
Impact
The HP 3PAR 05 does not implement a strict password policy. Thus, a password policy is not Impacted business entities

used for local storage administration user accounts. Password complexity, password

expiration, password length and similar security requirements are not enforced. * Payments app

Activity log v



Dashboard Compliance

ﬁ List [9
Rule name | [DSA-NetApp]: KO502I0MP908: Ransomware protection Policy (cDOT): sas
Send feedback
NetApp cluster DemoONTAP: Ransomware filtration is not configured
Suppress Mark complete
Mar-09-21
High v Error Open Storage
Urgency Severity Status Domair
- ra
Description La Notes
\ Mar-09-21 csadmin TIT S
@ Co CIS Control @ ) (o Cis Control 8.1 & > (o 1s0 @& ) (o ISOMEC 27001 & ) Co ISO/IEC 27001 A.12.21 @ ) 7 1]
Sent to ServiceNow (INC0010489).
The system is not configured to block ransomware attacks. File palicies can be defined to block writes to an export or share that is suspected as ransomware.
Ransomware protection
N
» none Resolution
Customizable parameters for this check: . ) .
Configure file policies to block traffic that is suspected as ransomware:

« Blocked file operations: create
+« Known ransomware file extensions: .locky,.locked,.encoderpass,.ecc,.ezz,.exx,.zzz,

.xyz,.micro,.encrypted,.crypto,.crypt,.crinf,.r5a,. XRNT,.XTBL,.R16M01D05,.pzdc,.good,.LOL,.OMG
fpolicy policy event create -vserver {paraml} -event-name ransomware_EVENT -

protocol cifs -file-operations create rename
fpolicy policy create -vserver {paraml} -policy-name ransomware_POLICY -events
ransomware_EVENT
fpolicy policy scope create -vserver {paraml} -policy-name ransomware_POLICY -
shares-to-include * -file-extensions-to-include {param2}

Impact fpolicy enable -vserver {paraml} -policy-name ransomware_POLICY -sequence-number
2

# paraml vserver name

# param2 list of known ransomware file extensions to block

Allowing ransomware to be written the shares or zones increases the risk of a successful ransomware attack. Furthermore since shares and exports are commonly accessible to large
number of endpoints, ransomware may spread faster and wider.

Activity log v



(‘\ CONTINUITY Dashboard Compliance

SOFTWARE

€ List ¥ =

Check name | [DSA-Data Domain]: KO10CIOMP145: External log host status 4.
Send feedback

DataDomain R Remote audit logging is disabled .;:' Suppress ':;. .;:' Mark complete ':;,
Mar-18-20
v Error Open Audit Storage
Urgency Severity Status Impact Domain
. _ - ra Notes ("Add anote )
® (oCisContro... & ) (o CISControl6.5 & ) (o Community & ) (0150 & ) (0 ISO/EC27001 & ) +8 e —
Description
Remote audit logging is disabled on the EMC Data Domain system. Security events are not sent to external syslog servers. Resolution
Remote logging The following command can be used to enable logging:
* Disabled
log host enable
log host add {paraml}
# paraml syslog server
Impact

Deficiencies in security logging and analysis allow attackers to hide their location, malicious software, and activities on victim machines. Even if the victims
know that their systems have been compromised, without protected and complete logging recards they are blind to the details of the attack and to
subsequent actions taken by the attackers. Without solid audit logs, an attack may go unnoticed indefinitely and the particular damages done may be
irreversible. Sometimes logging records are the only evidence of a successful attack. Many organizations keep audit records for compliance purposes, but
attackers rely on the fact that such organizations rarely look at the audit logs, and they do not know that their systems have been compromised. Because of
poor or nonexistent log analysis processes, attackers sometimes control victim machines for months or years without anyone in the target organization
knowing, even though the evidence of the attack has been recorded in unexamined log files. By writing logs to central log servers, the risk of those logs
being lost or altered is lowered, as they are more secure within the internal network.

Off-loading is a process designed to preserve the confidentiality and integrity of audit records by moving the records from the primary information system
to a secondary or alternate system. It is a common process in information systems with limited audit storage capacity; the audit storage is used only in a
transitory fashion until the system can communicate with the secondary or alternate system designated for storing the audit records, at which point the
information is transferred.

By writing logs to central and hardened log servers, the risk of those logs being lost or altered is lowered, as they are more secure within the internal
network. Without central log servers, an organization may fail to meet audit log retention and accuracy requirements.

Activity log v



(\ EON"NU"Y Dashboard Risks Reports Compliance

OFTWARE

€ List ®

Rule name | [DSA-CVEs] NetApp 7-Mode vulnerability analysis: NTAP-20140924-0001: sss
Send feedback

NetApp filer * Kk koK vulnerability identified (NTAP-20140924-0001) — e
Aug-04-21
v Warning Open Storage
Urgency Severity Status Domain

Description ;’ ::
@ (ocvezoasar @ ) (ocveznaserr @ ) (ocvezotasars @ ) (o CvE20147169 @ ) (o CVE-2014.7186 @ ) *2
NTAP-20140924-0001: A vulnerability present in the GNU Bash implementation known as Shellshock may affect multiple NetApp products and the impact is under investigation.
Successful exploitation of this vulnerability may result in execution of arbitrary code via a crafted environment variable.
Certain products ship with an affected version of the Bash shell.
link: https://security.netapp.com/advisory/ntap-20140924-0001/
CVSS Score: 10.0
Vulnerable version

« 813P3
Impact Notes [’Add a note\j

Exploitation of this vulnerability may lead to unauthorized disclosure of information, unauthonized modification, and/or disruption of service
Resolution

Activity log v update to version 8.1.4.P6 or higher.



(‘\ CONTINUITY Dashboard Reports Compliance

SOFTWARE

€y List =

Rule name | [DSA-NetApp]: KO10210MP100: Centralized log server (cDOT): wes
Send feedback

NetApp cluster **** External syslog servers are not configured .;:' Suppress ':;. .;:' Mark complete ':;.
588 Nowv-15-20
High v Error Open Storage
Urgency / Status Domain
Description Z: :I
@ (@samplez x ) (o c1scontrol @ ) (o ciscontrol65 & ) (0 Community @ ) (0150 @ ) +9
A MNetApp system is not configured to send audit log messages to external logging (syslog) servers.
Syslog servers
* none
™y
Impact Notes (_Add anote )

Deficiencies in security logging and analysis allow attackers to hide their location, malicious software, and activities on victim machines. Even if the victims

know that their systems have been compromised, without protected and complete logging records they are blind to the details of the attack and to Resolution
subsequent actions taken by the attackers. Without solid audit logs, an attack may go unnoticed indefinitely and the particular damages done may be
irreversible. Sometimes logging records are the only evidence of a successful attack. Many organizations keep audit records for compliance purposes, but Use the following command to configure syslog destinations:

attackers rely on the fact that such organizations rarely look at the audit logs. and they do not know that their systems have been compromised. Because of
poor or nonexistent log analysis processes, attackers sometimes control victim machines for months or years without anyone in the target organization

knowing, even though the evidence of the attack has been recorded in unexamined log files. By writing logs to central log servers, the risk of those logs cluster log-forwarding create -destination {parami} -port 514 -facility

being lost or altered is lowered, as they are more secure within the internal network. [param2} -protocol tcp-encrypted
Off-loading is a process designed to preserve the confidentiality and integrity of audit records by moving the records from the primary information system # paraml name or ip of destination
to a secondary or alternate system. It is a common process in information systems with limited audit storage capacity; the audit storage is used only in a # param2 syslog facility

transitory fashion until the system can communicate with the secondary or alternate system designated for storing the audit records, at which point the
information is transferred.

By writing logs to central and hardened log servers, the risk of those logs being lost or altered is lowered, as they are more secure within the internal
network. Without central log servers, an organization may fail to meet audit log retention and accuracy requirements.

Activity log v



(‘\ CONTINUITY Dashboard Reports Compliance

SOFTWARE

€y List

Rule name | [DSA-CVEs]: NetApp cDOT vulnerability analysis: NTAP-20190719-0002: ees

NetApp cluster **=** vulnerability identified (NTAP-20190719-0002)

Nov-15-20

v Warning Open

Urgency

Description

@ (@samplez x ) (o CVE-2019-9924 @ ) (O NetApp )

NTAP-20190713-0002: Multiple NetApp products incorporate libxml2

Versions of libxml2 through 2.9.8 are susceptible to a vulnerability which when successfully exploited could lead to Denial of Service (DoS)
link: https://security.netapp.com/advisory/ntap-20190719-0002/

CVSS Score: 6.5

Unsecured Version
* 9.5P6

Impact Notes

Successful exploitation of this vulnerability could lead to Denial of Service (DoS).
Resolution

Activity log - update to version 9.5P10 or higher
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Search

(‘\ CONTINUITY Dashboard Configuration
SOFTWARE

é\ List
Send feedback

Check name | Ransomware: Protection Best Practices Suppress check

1 H H = e ~ Sy
NetApp cluster **+*=* at site Rochester is not enabled with ransomware protection features (( suppress ) ((Markas complete )
Jan-07-19
High v Error Open Best Practice Gen-PROD Storage System (NAS) US East
Urgency Severity Status mpact Business impact Resource Region
) o - ] Notes [/ Add a note '\]
[: % NetApp :] [: % AVScan :] [: % PCIDSS :] ® : !
Description
Ransomware protection features on NetApp cluster tiddr1010 at site Rochester are not configured correctly: Resolution
1. Each vserver must be configured with a scanner pool such that Mandatory Antivirus scan is set to on.
2. An FPolicy for blocking common ransomware file extensions should be configured. ) ) )
1. Configure the NetApp system such that an active scanner pool is defined for each
The following table shows the status of ransomware protection features: VSETVer.
2. Use the fpolicy command to create a policy for blocking ransomware suspected traffice.
Antivirus off
FPolicy Mot configurec
Impact
Where supported by the storage system, on-access antivirus protection must be used to Impacted business entities

provide real-time identification of malware located on non-administrative CIFS/SMB file shares.

Failing to meet this practice may lead to virus infections. * Gen-PROD

The NetApp FPolicy solution allows organizations to block traffic based on common
ransomware file extensions and file metadata such as .micro .encrypted locked .crypto .crypt
.crinf .r5a, JXRNT .XTBL .R16M01D05 .pzdc .good .LOL! .OMG!, .RDM .RRK .encryptedRS .crjoker
.EnCiPhErEd and .LeChiffre. Not using the fpolicy capability increases the risk of a successful
ransomware attack.

Activity log



(‘\ EONTlNU"Y Dashboard Compliance

OFTWARE

€ List

Rule name | [DSA-CVEs]: Hitachi vulnerability analysis: hitachi-sec-2020-111: ss«

HDS 58182: vulnerability identified —

Mar-22-21
v Warning Open
Urgency Severity Status
Description
@ (ocve20202754 & ) (0 CVE-2020-2755 @ ) (o CVE-2020-2756 @ ) (o CVE-2020-2757 & ) (o CVE-2020-2767 @ ) +9
hitachi-sec-2020-111: Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE.
link: http:/fwww.hitachi.co jp/Prod/comp/soft1/global/security/info/vuls/hitachi-sec-2020-111/index. html
CVSS Score: 3.0
Yulnerable version
. V852
Impact Notes

Unauthorized ability to cause a partial denial of service (partial DOS) of Java Eand Unauthorized update insert or delete access to some of Java SE accessible
data. Resolution
in unauthorized read access to a subset of Java SE, Java SE Embedded accessible data.

update to version 8.7.4 or higher.

Activity log v
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(@ CONTINUITY Dashboard Compliance

SOFTWAR

€ List =

Rule name | [DSA-CVES]: Hitachi vulnerability analysis: hitachi-sec-2020-118: =ee
Send feedback

HDS 91240336: vulnerability identified — |:/- Suppress -\] |:/- Mark complete -\]

May-06-21
v Warning Open Storage
Urgency Severity Status Domain
Description ar
@ (oHDs) (o hitachi-sec2020-118 & )
hitachi-sec-2020-118: Hitachi Device Manager contains a vulnerability to Denial of Service (DoS) attacks.
link: https:/iwww.hitachi.co jp/Prod/comp/soft1/globalisecurity/info/vuls/hitachi-sec-2020-118/index. html
CVSS Score: 3.0
Vulnerable version
+ V862
Impact Notes (‘addanote )

The process of the database built in to the Hitachi Command Suite products could stop, even the service itself, which can cause malfunction of the Hitachi Device
Manager server and the other Hitachi Command Suite products that are installed on the same machine. Resolution

update to version 8.7.3 or higher.

Activity log v



(@ CONTINUITY Dashboard Compliance

SOFTWAR

€y List

B

Rule name | [DSA-HiCommand]: KO11010MP0419: Logical Unit Port Security: ees Send feedback
end reedbac

HDS 58577: LUN security not enabled on ports (" suppress ) ( Mark complete )
A AN vy
Mar-22-21
High v Error Open Storage
Urgency Severity Status Domain
Description :: ::

@ (ociscontrol & ) (o C1scControl4.1 & ) (o Community @ ) (oHDS) (0ISONEC 27040 @ ) +6

The storage systems has ports for which lun security has not been enabled.
Violated Ports:

+ PORT.R800.58577.244, PORT.R800.58577.188, PORT.RE800.98577.243, PORT.R800.58577.187, PORT.R800.58577.242, PORT.R800.58577.186, PORT.R300.58577.241, PORT.RE800.28577.247, PORT.R800.58577.246, PORT.R800.58577.243 (34 more...)

Customizable parameters for this check:

+ Scope (Regex): N/A
« logical unit security status: enable

oy
Impact Notes | Add anote |
. A

To protect migsion-critical data in your storage system from illegal access, apply security policies to logical volumes. Use LUN Manager to enable LUN security on
ports to safeguard LUs from illegal access. If LUN security is enabled on ports, host groups affect which host can access which LUs. Hosts can access only the LUs Resolution
associated with the host group to which the hosts belong. Hosts cannot access LUs associated with other host groups.

The following command can be used to secure lun port:

Activity log w
In the Storage Navigator:
- Click Storage Systems, and then expand the Storage Systems tree.
- Click Ports/Host Groups/iSCSI Targets.
- In the Ports/Host Groups/iSCSI Targets window, click the Ports tab.
- Select the desired port, and then click Edit Ports.
- Select the Port Security check box, and then select Enable.
-Click Finish.



(“‘\ CONTINUITY Dashboard

SOFTWARE Compliance

& List (g

Rule name | [D3A-HiCommand] KO11010MP0438: Logical device encryption: sss
Send feedback

HDS 58130: Unencrypted logical devices

rd ™y
[ Suppress | [ Mark complete
M N
Mar-22-21
High v Error Open Storage
Urgency Severity Status Domain
Description Jt

@ (ociscontrol @ ) (ocCisControi 148 & ) (o HDS) (o HIPAA & ) (OISONEC 27040 @ ) +7

The storage system has logical devices that store unencrypted data.
Violated LDEVS:

« LDEV.RB00.58130.64769, LDEV.RB00.58130.64768, LDEV.R800.58130.64767, LDEV.R800.58130.64766, LDEV R800.58130.64765, LDEV.R800.58130.64764, LDEV.R800.58130.64763, LDEV.R800.58130.1133, LDEV.R800.58130.5975, LDEV.R800.58130.64762 (2941 more...)
Customizable parameters for this check:

+ Scope (Regex): N/A
« logical device encrypted status: enable

./.—.\.
Impact Notes | Addanote |

« Data at-rest encryption protects against unauthorized access in the event of drive l0ss, incorrect assignment or theft.

Resolution
» Data at-rest encryption helps with compliance and regulations (FIPS 140-2, HIPAA, PCI, SOX and more).

The following command can be used to encrypt a logical device:

Activity log v

~
|
—



) CONTINUITY Dashboard Compliance

SOFTWAR

& List (=g

Rule name | [DSA-HiCommand]: KO810I100P183: Protected recovery copies: sss
Send feedback

HDS 58577: Snapshot retention lock not enabled (" suppress ) ( Mark complete )

Mar-22-21

High v Error Open Storage
Urgency 1 ty Status Domain

ar

Description ]

@ (errEc @ ) (o HDS) (e Hitachi Vantara @ ) (0 1SO/EC 27040 @ ) (@ NIST SP200-209 @ ) +1

The system does not protect data copies from being overwritten or erased.

Violated LDEVs:

» LDEV.R800.58577.8475, LDEV.R800.58577.8474, LDEV.R800.58577.7145, LDEV.R800.58577.8477, LDEV.R800.58577.7146, LDEV.RB00.58577.8476, LDEV.R800.58577.6058, LDEV.R800.58577.7147, LDEV.R800.58577.8479, LDEV.R800.58577.7148 (1471 more...)

Customizable parameters for this check:

« Scope (Regex): N/A
« guardmode status: Protect

e ™y
Impact Notes | Add a note |
- v

An attacker obtaining administrative access could delete backup copies and make recovery of data impossible.
Recovery from a ransomware attack may not be possible due to having encrypted production and snapshot volumes. Resolution

The following command can be used to enable data retention lock features:
Activity log v

raidvchkset -g {@paraml} -vg {param2} {param3}

# paraml group name

# param2 guard type. inv: The target wvolumes are concealed from SCSI
Inquiry command by responding ‘unpopulated volume'. sz®: The target
volumes replies with 'SIZE @' through SCSI Read capacity command. rwd:
The target volumes are prohibited from reading and writing. wtd: The
target volumes are prohibited from writing. svd: If the target volume is
SMPL, it is protected from paircreate (from becoming an S-VOL). If the
target wolume is P-VOL, it is protected from pairresync restore or
pairresync swaps(p). If the target volume is SVOL_PSUS(SSUS), it is
protected from pairresync synchronous copy

# param? retention period (days)



(‘\ CONTINUITY Dashboard Reports Compliance

SOFTWARE

B

€y List

Rule name | [DSA--XtremlO]: KO70EODOMO851: SNMP community default string: ees
Send feedback

XtremlOCluster ****  at site New York: Unsecure SNMP community settings e N
b A 4
Jul-30-20
High v Error Storage
Urgency / Domain
Description Z: :I
@ (@sample x ) (o ciscontrol @ ) (o CIsControl 42 & ) (0 Community & ) (eFriec @ ) (o1sonec27040 & ) (o nisT @ ) (eNisTspaoo-s3 @ ) (e NisTspsoo-s31a5 @ ) (epcipss @ ) (epcipss21 @ ) (oXtremiOCluster ) —
An EMC XtremlO storage system is configured with the default (known) community string: public.
Violation:
{"community":"public"}
Impact Notes (‘add anote )
The SNMP Community String is like a user id or password that is sent along with each SNMP Get-Request and allows (or denies) access to a device. If the
community string is correct, the device responds with the requested information. Most network vendors ship their equipment with a default password of Resolution
"public”. Whether SNMP is active or not, it is recommended to change the community string to keep intruders from getting information about the network
Setup. The following command can be used to change the community name:
Activity log v modify-snmp-notifier community={paraml}

# paraml community name



(‘\ CONTINUITY Dashboard Reports Compliance

SOFTWARE

€ List (=%

Rule name | [DSA-Data Domain]: KOSOCIOMPG10: NTP servers redundancy: ses
Send feedback

DataDomain * ok ok k at site New York: Insufficient NTP server redundancy ( Suppress ) (" Markcomplete )
A vy
Jul-08-20
v Warning Open Storage
Urgency Severity Status Domain
Description :: ::

@ (@sample x ) (@ sample2 x ) (o cis control & ) (o ciscontrol6 @ ) (o ciscontrol6.1 @ ) +13

An EMC Data Domain system is not configured with sufficient number of NTP servers (for redundancy). The NTP service is used for time synchronization.

Actual Level of Redundancy
L

Customizable parameters for this check:
* Minimum number of NTP servers; 2

Impact Notes (" Add a note )
\ p

NTP service is critical for time synchronization. Thus, the best practice and industry guideline it to use multiple NTP servers and to aveid an NTP single point

of failure. For example, CIS Control recommends to use at least three synchronized time sources. Resolution
In the event the NTP server becomes unavailable, dependent systems may suffer from the following issues:
- Inaccurate timestamp for log messages, events and alerts The following command can be used to add an NTP server:

- Inconsistent time across different devices

- Failure to perform log analysis, correlation, anomaly detection or forensics

- Non-compliance

More on the importance of time synchronization:

- When clocks are not properly synchronized, it can be difficult, if not impossible, to compare log files from different systems and establish an exact
sequence of event (crucial for forensic analysis in the event of a breach). For post-incident forensics teams, the accuracy and consistency of time across all
systems and the time of each activity is critical in determining how the systems were compromised.

- Time service can also be critical to other security capabilities such as access control and identification and authentication, depending on the nature of the
mechanisms used to support those capabilities.

ntp add timeserver {paraml}
# paraml server-name

Activity log %



(‘\ CONTINUITY Dashboard Compliance

SOFTWARE

€ List ¥ =

Check name | [DSA-Data Domain]: KO10CIOMP145: External log host status 4.
Send feedback

DataDomain R Remote audit logging is disabled .;:' Suppress ':;. .;:' Mark complete ':;,
Mar-18-20
v Error Open Audit Storage
Urgency Severity Status Impact Domain
. _ - ra Notes ("Add anote )
® (oCisContro... & ) (o CISControl6.5 & ) (o Community & ) (0150 & ) (0 ISO/EC27001 & ) +8 e —
Description
Remote audit logging is disabled on the EMC Data Domain system. Security events are not sent to external syslog servers. Resolution
Remote logging The following command can be used to enable logging:
* Disabled
log host enable
log host add {paraml}
# paraml syslog server
Impact

Deficiencies in security logging and analysis allow attackers to hide their location, malicious software, and activities on victim machines. Even if the victims
know that their systems have been compromised, without protected and complete logging recards they are blind to the details of the attack and to
subsequent actions taken by the attackers. Without solid audit logs, an attack may go unnoticed indefinitely and the particular damages done may be
irreversible. Sometimes logging records are the only evidence of a successful attack. Many organizations keep audit records for compliance purposes, but
attackers rely on the fact that such organizations rarely look at the audit logs, and they do not know that their systems have been compromised. Because of
poor or nonexistent log analysis processes, attackers sometimes control victim machines for months or years without anyone in the target organization
knowing, even though the evidence of the attack has been recorded in unexamined log files. By writing logs to central log servers, the risk of those logs
being lost or altered is lowered, as they are more secure within the internal network.

Off-loading is a process designed to preserve the confidentiality and integrity of audit records by moving the records from the primary information system
to a secondary or alternate system. It is a common process in information systems with limited audit storage capacity; the audit storage is used only in a
transitory fashion until the system can communicate with the secondary or alternate system designated for storing the audit records, at which point the
information is transferred.

By writing logs to central and hardened log servers, the risk of those logs being lost or altered is lowered, as they are more secure within the internal
network. Without central log servers, an organization may fail to meet audit log retention and accuracy requirements.

Activity log v
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Dashboard

Reports

Rule name | [DSA--Data Domain]: KOGOCIOMP700: http service status: ses

DataDomain
Aug-13-20

Description

* k% *

High ~
Urgency

Compliance

at site New York: Unsecure clear-text HTTP connections are enabled

Error

@ (@samplez x ) (o C15 Control & ) (o €IS Control 45 & ) (o €IS Control 124 @ ) (o CIS Control 165 & ) +12
L A A AN AN '

An EMC Data Domain system is enabled with unsecure HTTP connections. Only secure protocols should be used for administrative access.

Violation:
http yes -

Impact

If non-console (including remote) administration does not use secure authentication and encrypted communications, sensitive administrative or
operational level information (like administrator 1Ds and passwords) can be revealed to an eavesdropper. A malicious individual could use this information
to access the network, become administrator, and steal data. Clear-text protocols (such as HTTP, telnet, etc.) do not encrypt traffic or logon details, making
it easy for an eavesdropper to intercept this information. Clear text protocols are vulnerable to sniffing, interception and other attacks.

Activity log

Motes

Resolution

The following commands can be used to disable HTTP:

adminaccess disable http

B

Send feedback

./-_-\.

Storage

comain

JL
ar

i ™
| Add anote )
\. v

S Y ( Mark I b
uppress I ark complete |
pp JAN p )
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€ List

Rule name | [DSA-XtremlIO]: KO10EIDOPSS91: TLS level: ses

XtremlOCluster **** 3t site New York: Incorrect TLS level configured
Jul-30-20
High v Error Open
Urgency Severity Status
Description

@ (@sample x ) (0 EMCSecurity Guide & ) (e PciDss @ ) (o sWIFT @ ) (o XtremiOCluster )
L AN AN AN AN o

EMC Xtrem|O storage system is configured with incorrect TLS level for client connections. Leading information security standards require that at minimum TLS 1.1 will be used and preferably TLS 1.2.

min-tls-version
LI

Customizable parameters for this check:
* Required TLS version: 1.2

Impact Notes
TLS 1.0 includes a means by which a TLS implementation can downgrade the connection to SSL 3.0, thus weakening security and exposing it to the POODLE
vulnerability. Resolution
The following command can be used to set the TLS level:
Activity log v

modify-xms-parameters min-tls-version="{paraml}”
# paraml required TLS version

©

Send feedback

./-_-\.

S Y ( Mark I )
uppress I ark complete |
pp JAN p )

Storage

comain

JL
ar

™y
| Add anote |
. v
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Dashboard

Compliance

®

3

A

aE T

g P OHOOOOOOOOS DOOPp OO0

Filters

Date

All

Urgency
High
Medium
Low
Severity
Error
Warning
nfo
Impact
Audit

Authentication

Authorizat
Configuration Man...
Encryption

nformation Security

Vulnerabilities (CVE)
Security labels
Labels

Status

Reopened

594 Risks

Sort by: Urgency v

O

Group by: Check v

[DSA-Data Domain]: K130C000P725: ddboost file replication encryption

2 Risks 2 New 2 Opened

[DSA-Cisco]: K0419I10MP400: user role association

3 Risks 3 New 3 Opened

[DSA-Navicli]: K101100MP285: IPFilter status

1 Risks 1 New 1 Opened

CLARIION MEXVNX7879: IP Filtering is disabled

High Open Error Information Security

Urgency Status Sewverity Impact

[DSA-Data Domain]: KO30CIOMP295: Disable of expired users

2Risks 2New 2 Opened

[DSA-Data Domain]: K130C00MP730: ddboost encryption enforcement

2Risks 2New 2 Opened

[DSA-Data Domain]: K0O20CIOMP295: Initial password change

2Risks 2New 2 Opened

[DSA-Naviclil: KOT1OEIOOP891: TLS level

1Risks 1 New 1 Opened

[DSA-Data Domain]: KO20CIOMP295: Maximum password age

2Risks 2New 2 Opened

[DSA-Data Domain]: KO20CIOMP295: Maximum number of repeated password characters

2Risks 2New 2 Opened

[DSA-NetApp]: KO30310MP295: Minimum password lowercase characters (7-Mode)

3 Risks 3 New 3Opened

Search Q
L 0 0 i
3 0 0o
LA | 0 0 Lo

Apr-23-20

#300

=]
L 0 0 e
2 0 o
2 0 o
LA | 0 0 e
2 0 o
2 0 o
® 0 3 0 Lo

(=%
H |
Check name | [DSA-Navicli]l: K101100MP285: IPFilter status .
CLARIION  ** % % IP Filtering is disabled
#300 Apr-23-20
High v Error Open Information Security  Storage

Urgency Domain

Severity Status  Impact

rd R ™ ™
® (o CIsControl & ) (o CISControl 9.4 & ) (o CLARIION )

Description

An EMC VNX is not configured with IP filtering for management hosts. Administrative access is not restricted

to a list of trusted storage management clients.

Current |P Filtering State

» disabled

Impact

Attackers search for remotely accessible network services that are vulnerable to exploitation. Any host

installed with EMC management software would be able to remotely run commands, AP calls, etc,
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SOFTWARE

Reports Catalog

cheduling

Catalog
Findings Summan r . .
R Y a Administration Inventory
Findings Summary & W
Findings Summary & W
. e Scan Status Scan History Installed Software SAN Switch Version

Findings Summary 1] ’
System Event Log Data Collection Expansion Package Summary SAN Zone Details Security Configuration Change Log
Data Collectors Summary License Usage
Scan Troubleshooting Business Entity Scan Coverage

Activity Report

Findings General

Executive HealthCheck Findings Summary Database Views Schema Documentation

f\ndlyaiu Summary

Custom Reports

Results - Data Protection Systems: Summary Results - NAS Arrays: Summary

Results - SAN Arrays: Summary Results - Storage Network: Summary

Results - Storage Virtualization: Summary cyberSummary - cyberSummary



(‘\ CON"NU'T\; Dashboard Risks Compliance

SOFTWAR

Scheduling .
ot . Analysis Summary
atalo;
= Systems Cluster95
Analysis Summary

Analysis Summary
Analysis Summary

Analysis Summary

DY RD
B B 5 &

Report Preview

DETAILED ANALY SIS

The following table presenis the types of risks checked during the scan, and the status of the check

Category
Access Control
Access Control
Access Control
Access Control
Access Control
Audit

Audit

Audit

Audit

Audit
Authentication

Authentication

Authentication

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

Authentication

Authentication

Authentication

Authentication

Authorization
Authorization
Authorization
Authorization
Configuration Management

Fneruntinn

Principle

Authorized logging servers are used
Firgwall / IPfilter is enabled

Idle sessions are terminated

System use nofification is presented
System use nofification is presented

Audit logging is enabled

External (central) log servers are configured
External (central) log servers are configured
Logging server redundancy
Synchronization with authoritative time source is enabled
Account lockout duration

Account lockout threshold

Ceniral authentication is used

Initial pazsword changes required

Local user accounts should not be used
Maximum password lifetime is restricted
Minimum password length iz enforced
Minimum password lifefime is restricted
Passward reuse is limited

Use of digits in passwords

Use of lowercase characters in passwords

Use of special characters in passwords

Use of uppercase characters in passwords

Access rights granted to authorized usersheosts only
Access rights granted to authorized usersheosts only
Access rights granted to authorized usersheosts only
Least privilege

MName serice is enabled

Weak SSH MAC alnarithmz are dizahled

Classification
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp
DSA-MetApp

DSA-Metipp

DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp

DSA-MetApp

DSA-MetApp

DSA-Metipp

DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp
DSA-NetApp

NSA-Netinn

Check

KO10210MP102: Approved syslog servers (cDOT)
KA00200MP285: Firewall status (cDOT)

K1102100P&80: Session imeout (cDOT)

KA102100F110: banner status (cDOT)

K1102100P110: motd status (cDOT)

K01020000145: Security audit logging - read-only (cDCOT)
KO10210MP100: Centralized log server (cDOT)

KO10210MP104: Required Extemnal (cenfral) log servers (cDOT)

K010210MP100- Centralized log server redundancy (cDOT)

KO50210MPS00: NTP servers (cDOT)
KO20210MP285: Minimum account lockout duration (cDOT)
KO20210MP285: Account lockout threshold (cDOT)

K140200M0525: Central authentication for file share access
(cDOT)

K020210MP295: Initial paszword change (cDOT)
K100210MP120: Non-default local users (cDOT)
K020210MP295: Maximum pazsword age (eDOT)
K020210MP295: Minimum passwerd length (cDOT)
K020210MP295: Minimum pazsword age (cDOT)
K020210MP295: Number of dizallowed past passwords (eDOT)
K020210MP2395: Minimum pazsword digits (cDOT)

K020210MP2395: Minimum password lowercase characters
(cDOT)

KO20210MP285: Minimum password special characters (cDOT)

KO20210MP285: Minimum password uppercase characters
(cDOT)

K0202000P950 - Mulfifactor authentication status {cDOT)
K06020000960 - Password hash strength (cDOT)
K140200M0345: File share client access list (cDOT)
K140200M0560: share access rights (cDOT)
K03020000150: DNS service status (cDOT)

KNRNINMOANG S5H MAC strenath (cDOTY

[] Landscape [

(%] EXCEL

NetApp cluster Clusterds

(A PDF
PASS :
PASS

[#) RTF
FAIL

FAIL
AL [#) worD
FAIL
FAIL
PASS
PASS
PASS
PASS

FAIL
MIA

FAIL
FAIL
FAIL
PASS
FAIL
PASS
FAIL

FAIL
FAIL
FAIL

FAIL
PASS
MNIA
MNiA
PASS

FAall
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SOFTWAR

Scheduling

Security Configuration Change Log

Catalog

) : . From date |2020—11-15 °| to | | [[] From last full scan
Security Configurati... & T Scope:
Security igurati... & W
ecurity Configurati... /' 1 [] Cluster [ | Database [ | Host Storage
indines Summanry T
Findings Summary & 1 Change Type:
Analysis Sumn Zaa]
Analysis summary & W Changed [ | New [ | Removed
Ana summary & W

o

Analysis Summary & T
Analysis Summary & Tl

Report Preview

O sonmmurTy

[] Landscape [

INFRASTRUCTURE CHANGE LOG

Report generation fime: Jan 19, 2021 5:26:55 AM

Date Type Context System Changed Attribute Old Value New Value

Now 15, 2020 3:43:30 AM Changed Storage * % % % Audit Configuration - cli-get false true

Mov 15, 2020 3:43:30 AM Changed Storage * k% % System Timeout CLI session imeout 30 minutes CLI zession imeout 1440 minutes
All Cptions: All Options:
Opfion Value Opfion Value
domain-account-mme-sh are-management restrict-anonymous enabled
enabled (*) domain t-mme-share-r
idle-fimeout 1800 {*) enabled (*)
idmap-type rid (*) idle-timeout 1800 (*)
loglevel 1 (%) idmap-type rid (*)
max-global-open-files 10000 (* loglewvel 1 (%

Nov 15, 2020 6:21:38 AM Changed Storage * k k% Cifs Options 2 . ) © J )
max-mpx-count 50 {*) max-global-open-filez 10000 (*)
max-tcp-connections 130 (%) max-mpx-count 50 (%)
crganizational-unit Computers (*) max-tcp-connections 150 (*)
restrict-anonymous disabled (*) organizational-unit Computers (%)
server-signing disabled (*) server-signing disabled (*)
tcp-window-size 1045576 (%) tcp-window-size 1045576 (%)
(*) default value (*) default value

Mov 15, 2020 6:21:38 AM Changed Storage * % % % FTPS Opfion: session-fimeout default (infinite) 90
MR MIA

Mov 15, 2020 6:21:38 AM Changed Storage * k k% Fips oplions session-timecut default (infinite) session-fimeout 90

NTP is cumrently enabled.
# Server
NTP iz cumently disabled. o
* * % % Mo MTP servers configured: using multicast 1 ntp-d_nist.gov

Blose A "W C-"4-20 ARA e [ TIPS,




(“‘\ CONTINUITY

SOFTWAR

Policies

v CIS
CVE
Community BP
ISO/IEC
My Checks

+ NIST
PCI DSS
Vendor BP

System types

+ Brocade

+ Cisco

+ DataDomain

+ | Isilon
Linux

« NetApp cluster
Symmetrix
VPLEX cluster
Windows

Xtrem 10 cluster

3

Dashboard Risks Reports Compliance

[DSA-Data Domain]: KOS0CIOMP6E05: Required NTP servers

[DSA-Ciscol: K12190000630: Idle session timeout

[DSA-Brocadel: KO10410MP145: Audit logging status

[DSA-Data Domain]: KO20CIOMP295: Minimum password age

[DSA-Brocade]: KO304000P160: DNS server redundancy
[DSA--Cisco]: KO31910MP295: Maximum password age
[DSA-Brocadel: KO10400M0160: Approved syslog servers
[DSA-Brocade]: KO204100P210: Authentication server redundancy

[DSA-Ciscol: KO11900M0160: Required syslog servers

[DSA--Data Domain]: KO10C00OMO125: External syslog server redundancy

[D5A-Data Domain]: KD20CIOMP295: Maximum number of repeated password characters

[DSA-NetApp]: KD20210MP295: Account lockout threshold (cDOT)
[DSA-Data Domain]: KO30CIOMP2395: password hash strength
[DSA-Isilon]: K140D0OMO370: nobody user status

[DSA-Isilon]: K170D00M0O230: Antivirus server configuration
[DSA-Isilon]: KO20DIOMP120: Mon-default local users
[DSA-Isilon]: KO30DIOMP295: Password complexity

[DSA-NetApp]: K1102100P630: Session timeout (cDOT)

[DSA-Isilon]: KOSODIOMPGE00: NTP server configuration

[DSA-Isilon]: KO30DIOMP295: Password history

[DSA-Brocade]: KO5040000665: NTP server redundancy

[DSA-Ciscol: K021910MP120: Non-default local users

[DSA-Brocade]: KO10410MP100: Centralized log server redundancy

Check Name
[DSA-Data Domain]: KO20CIOMP295: Minimum password special characters

Insufficient Info
0

0

Labels

[NIST 5P800-53 ) [ NIST 5PB00-53 1A5 |

(ci control] Q1S Control &) [NIST SP200-53 | (NIST SPE00-53 AU

(ci control] [C1S Control 18] [WiST 5P800-53 | [ NIST SPED0-53 AC-11 |

NIST SPE00-53 AC-12

(€IS Control ] QIS Contral 6 [NIST 5P200-53 | (NIST SPED0-53 AU-2 |

(c1s Windows Server Benchmark | [ CIS Windows Server Benchmark CCE-37073-4]
[NIST 5P800-171 ) (NIST SPB00-171 3.5.8 | [ NIST SP800-53 |

NIST SPB00-53 IA-5
[MisT sPao0-53] [ NIST sPa00-53 522

(€15 Control ] (€IS Control 4] [NIST 5P200-53 | (NIST SPE00-53 145 |

(€15 Control ] QIS Control 6 [ NIST 5P200-53 | (NIST SPED0-53 AU-4

(IS Contral ] [NIST SP200-53 | [NIST 5P300-63E |

(Ci5 Control ] QIS Control 6 [NIST 5P200-53 | (NIST SPED0-53 AU4

[ NIST 5P800-53 | [ NIST SP800-53 AU-4)

[NI5T 5P800-53 ) (NIST SPE00-53 ACT |

[ CIS Windows Server Bench'nark]

(i control] [C1S Control 8.1 [WiST sPe00-52 | [IST SPE00-53513

[NIST 5P800-53 ] [ NIST 5PB00-53 AC-2 | [NIST 5PB00-53 182 |

(i Control ] (€IS Control 4) [NIST SP200-53 | [ NIST SPE00-53 145

(€15 Control ] (€IS Contral 16 [WIST 5P800-53 | [ NIST 5PE00-53 AC-11 |

NIST 5PE00-33 AC-12

(is Control ] Q1S Control 6.1 [ NIST 5PB00-53 | [ NIST SPB00-53 AU-G |

[NIST 5P800-171 ) (NIST SPB00-171 3.5.8 | [ NIST SP800-53 |

MIST SPE00-53 |A-5

(ci control] (1S Control 6] (IS Contral 6.1 [isT sPE00-53 |
[MIST SP800-53 AU-4 | [ NIST SP800-53 AU-B)

[NIST 5P800-53 | [ INIST SP800-53 AC-2 ) [ NIST S5PB0D-53 12 |

[NIST 5P800-53 | [ NIST SP&00-53 AU
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SOFTWARE

Authentic
Servers

Storage
Proxies
Arrays

Admin SAN

hedule

Troubleshooting

%

Data Security
Advisor

Scan > Storage > Arrays

Configuration

Storage arrays

Search...

EMC Symmetrix

EMC Symmetrix

EMC Symmetrix

ected 1 of 3 items

C

000297301226

Q00297801225

000295701062

IP Addre

Delete

Assign proxy

Disable

Enable

Verify

Scan

Scan Custom Collection

Scan and Execute Risk Detection
View Custom Collection

View Buili-in Collection

Unknown Site

Unknown Site

Unknown Site

Inherited from SymmCLI (Dat._.
Inherited from SymmCLI {Dat...

Inherited from SymmcCLI {Dat. ..

SymmCLI
SymmCLI

SymmCLI

5
]
5

Verify Date

Dec-27-20

Dec-27-20

Dec-27-20

Scan

fg .fg

fes)
o

Group By: Nonev I +

Scan Date Enabled
Dec-27-20 o
Dec-27-20 [ @]
Dec-27-20 @O

@ sow @]t <[> 1



View Cyber collection of "000285701062"

Expansion Package: SymmetrixCommands

symauth list components

###ENAME: Symmetrix Autorization Components
Component Type Meaning

StorGrp Storage Group

process owner

###NAME: storapid
root

###NAME : storgnsd
root

##HNAME: storwatchd
root

symacl unigue

###ENAME: Symmetrix Host Unique ID
2C5C82A9-5C4188CD-9B3D7079

directory permissions

HHHNAME : /var/symapi

lrwxrwxrwx 1 root root

#H#HNAME: /var/symapi/config
druxr-xr-x 3 root root

HHENAME: /var/symapl/config_old
druxr-xr-x 3 root root

#HHNOAME : /var/symapi/db
drwxr-xr-x 2 root root

stordaemon list

#HHNAME: Symmetrix Available Daemons

[*] storapid EMC Solutions Enabler Base Daemon

[*] storgnsd EMC Solutions Enabler GNS Daemon

[*] storwatchd EMC Solutions Enabler Watchdog Daemon




View Cyber collection of "rtpins02"

isi smb settings shares view

#H##NAME: Isilon SMB Settings Shares
Access Based Enumeration:
Access Based Enumeration Root Only:
Sparse File:

Allow Delete Readonly:
Allow Execute Always:

CA Timeout:

Strict CA Lockout:

CA Write Integrity:
Change MNotify:

Create Permissions:
Directory Create Mask:
Directory Create Mode:
File Create Mask:

File Create Mode:

File Filtering Enabled:
File Filter Extensions:
File Filter Type:

Hide Dot Files:

Host ACL:

Impersonate Guest:
Impersonate User:

Mangle Byte Start:

Mangle Map:

NTFS ACL Support:
Oplocks:

Smb3 Encryption Enabled:
Strict Flush:

Strict Locking:

isi auth roles list --v

HHHFNAME : AuditAdmin
Name: AuditAdmin
Description:
Members:
Privileges

GBLADHEDANI\n812834

No

No

No

No

No

120

Yes
write-read-coherent
norecurse
default acl
0700

[eae

2780

0lae

No

deny
No

never

OXEDRE

Bx@1-8x1F:-1, 8x22:-1, ©@x2A:-1, @x3A:-1, @x3C:-1, @x3E:-1, Bx3F:-1, @x5C:-1

Yes
Yes
No
Yes
No

View all system configuration settings.

ID: ISI_PRIV_LOGIN_CONSOLE

Read Only: True

ID:

ISI PRIV _LOGIN_PAPI
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SOFTWARE )
Data Security Advisor > Manage principles

Principles

—=

search... Group By: None v C Il +
Name L teg Labels *
[] 79s Audit log configuration (Log content) Audit PCIDSS  PCIDSS 10 150 ISOMEC 27001 A12.4.1 ISO/IEC 27040 €IS Control  CIS Control & (NIST) (NIST SP200-5¢
[] 242 Audit logging is enabled Audit PCIDSS) (PCIDSSH0) 150 1SOMEC 27001 ISOAEC 27001 A1243  ISO/IEC 27040 €IS Control  CIS Control 6 (INIST) (NIST SPEO0-S:
[] s89 Autharized (secure) time source servers are used Audit PCI DSS) (PCIDSS10E) 150 1SOVIEC 27001  ISOVIEC 27001 A12.43 €IS Control €15 Control & (NMIST) (NIST SP200-53) | NIST SPE0D
[] @53 Autherized antivirus servers are used Malware Protection PCI DSE) BOIDSS 5.9 150/1EC 27007 1507 1A1221 OSConwrol CISControl @1 (NIST) (IST SPE00-53) (IST SPE00-53 Sk
[] 790 Authorized authentication servers are used Authentication POIDES 130 ISQMECZTO0T I30M Control  CI5 Controd 16.2 (MISTSPED0-53) (IS SPE00-638
[] =32 Authorized logging servers are used Access Control PCIDSE) (PEIDSSH0S) 150 1SO/IEC 27001  ISOVIEC 27001 A12.43 IS Conrol Control & NIST  NISTSPB00-53  NIST SPE0D-
[] 808 Authorized name servers are used Configuration Management SAMS  NIST  NISTSPE00-53  NIST SP800-53SC-22  NIST SPE00-81-2
[] a4 Central authentication is used Authentication ISOVIEC Coneral  MIST  MISTSPB00-53  MIST SPan0-638
Data Security
Advisor [] 830 Central authentication server redundancy Authentication CIE Comeral MIST  MISTSRE00-53  MIST 3RE00-528
l:l 854 Clear-text protocols are disabled Encryption FREC) (POIDSS) (PEIBSS23) Community | 27040 OIS Control ontrol 124 15 Control 16.5 €15 Conerol 45 (NIST
[] es0 Client certification verification is mandatory Authentication EMC Securiny Guide
[] oa4 Credentials caching should be limited Authentication NISTSPE00-2214-5 DeD
[] 978 Data at-rest is encrypted Encryption PODSS (PCIDS534 POIDSSE21 HIPAR EC27040 SANS CISControl | CIS Control 148 (NIST) (NISTSPBD0-53) (NIST SR8
[] 00 External (central) log servers are configured Audit PCIDSE) (PEIDSSH0E) 150 1SOVIEC 27001 ISOIEC 27001 A16.1F  Community 150/ @5 Control €IS Control 6.5 (IS
[] 918 FIPS compliance features are enabled Encryption FIPS
|:| 855 Fabric access is restricted Access Control Brocads Fiors Channel Szcurity Bast Practices. 200150 27020
[] o88 Firewall / IPfilter is enabled Access Cantrol ortral OIS Concrol 8.4
|:| gd6 Guest/Anonymous user access is limited Authorization Vindaws Server Banchmark  1S0MEC27
|:| 485 Hardening (STIG) Information Security Defense Information Systems Agency (DISA] | DaD
[] 862 Idle sessions are terminated Access Control PCI DSS) (PCIDSS 1238) OIS Conwrol  CI5 Cortral 16 (NIST ( NIST 5P800-53 | MISTSPB00-53AC-11. | NIST SPR00-53 AC-12
[] oa6 Immutable data copies Malware Protection VIEC 27040 (SECRuUle 1754
|:| 942 In-flight data (client-server) is encrypted Encryption ECUECZT040  NIST  MIST SPE00-53 - NIST SPB00-53 5C-8
[] @32 Inactive user accounts are disabled Authentication PCID5S) (POIDSS 81.4) 15 Coneral - CI5 Control 16.10
|:| 240 Initial password change required Authentication PCIDSE) (FOIDESE2S) (SWIFT) 150/IEC 27001 ISOMIEC27001A9.43  Community ISO/IEC 27040 (OIS Control  CIS Control 44 (i

-

(% show [50 v| 1< [1 | >
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OFTWARE
Policies
Principles
Labels

Checks

Custom checks

Schedule

Troubles

Data Security
Advisor

Configuration

R N T T T N L NN

F

Data Security Advisor = Manage checks

Princple

Clear-text protocols are disabled

Maximum password lifetime is restricte

Strong password hashing algorithm used

Fabric access is restricte

Sensitive information is not transmitted as cleartext
Secure SNMP versions used (SNMPY3 or its successors)
Only enable SNMP if absolutely necessary
Vendor-supplied default passwords are not used
Logging server redundancy

Remaowe or disable all default (factory) user accounts
Access rights granted to authorized users/hosts only

¥Ancnymous user access is limited

unsuppressed checks

suppress checks

T N T T N N

~

: certification verification is mandatary
wican-text protocols are disabled
Clear-text protocols are disabled
SNMP authentication required
Strong encryption used
Sensitive informaticon is not transmitted as cleartext
Secure SNMP versions used (SNMPv3 or its successors)
Vendor-supplied default passwords are not used
Immutable data copies
Idle sessions are terminated
FIPS compliance features are enabled
Vulnerability identification
Vulnerability identification
Vulnerability identification

Vulnerability identification

[DSA--Brocade] LDAP S5L

[D5A--Cisco] KO219I10MP295: Maximum password age
[DSA--Cisco] KO21910MP296: Strong password encryption
[DSA--Cisca] KO31910MO707: Watch-for-login-attacks feature
[DSA--Cisco] KOT1900MO0B06: SNMP message privacy enforcement
[DSA-Cisco] KO71900MO210: SNMP versions enabled

[DSA--Cisco] KO71900M0851: SNMP status

[DSA--Cisco] KOT1900M0852: SNMP community default string

[DSA--Data Domain] KO10C00MO125: External syslog server redund...

[DSA--Data Domain] KO20C000P110: Default users used

[DSA--Data Domain] KO20CI0MO584: Client authentication enforce...

[D5A--Data Domain] KO30CI000377: Root squash is enforced
[DSA--Data Domain] KO40CI00P462: SMBE digital signing
[DSA--Data Domain] KO60CIOMPT0O0: fop service status
[D5A--Data Domain] KOGOCIOMPT00: http service status

[D5A--Data Domain] KO70C00MOZ00: SNMP user authentication

[D5A--Data Domain] KO70C00MO206: SNMP message privacy algori...

[D5A--Data Domain] KO70C00MO207: SNMP message privacy

[D5A-Data Domain] KO70C00MO210: SNMPv1 £ SNMPv2 status

[D5A-Data Domain] KO70C00MO252: SNMP community default stri..

[DSA--Data Domain] KOBOCIOOP183: Protected recovery copies
[D5SA--Data Domain] K110CI00PE90: Session timeout
[D5A--Data Domain] K150C000P100: FIPS mode status
[DSA--Isilon] Isilon vulnerability analysis: D5A-2020-039
[DSA--Isilon] Isilon vulnerability analysis: D5A-2020-096
[DSA--Isilon] Isilon vulnerability analysis: D5A-2020-124
[DSA--Isilon] Isilon vulnerability analysis: D5A-2020-155
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Category

Encryption

Authentication
Authentication
Access Control

Encryption

Services and Protoc...

Services and Protoc...

Access Control
Audit
Authentication
Autharization
Autharization
Authentication
Encryption

Encryption

Services and Protoc...

Encryption

Encryption

Services and Protoc.

Access Control
Malware Protection
Access Contral
Encryption
Yulnerabilities (CVE)
Yulnerabilities (CVE)
Wulnerabilities (CVE)

Wulnerabilities (CVE)
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Associated Policies

All Checks, CI5, Community BP, 150/IE
All Checks, CI5, Community BP, 150/IE
All Checks, My Palicy, NIST

All Checks, ISO/IEC, Vendor BP

All Checks, CIS, My Palicy, NIST, PCI D!
All Checks, CIS, Vendar BP

All Checks

All Checks, CIS, Community BP, ISO/IE
All Checks, ISO/IEC, My Policy, NIST, P
All Checks, Community BP, ISO/IEC, M
All Checks, CI5, Community BP, ISO/IE
All Checks, CIS, ISC/IEC, Vendor BP
All Checks, Vendor BP

All Checks, CIS, Community BP, ISO/IE
All Checks, CIS, Community BP, ISO/IE
All Checks, CIS, Community BP, My Pe
All Checks, PCI DSS, Vendor BP

All Checks, CIS, My Palicy, NIST, PCI D!
All Checks, CIS, Vendor BP

All Checks, CI5, Community BP, 150/IE
All Checks, ISQ/IEC

All Checks, CI5, My Policy, NIST, PCI D¢
All Checks

All Checks, CVE

All Checks, CVE

All Checks, CVE

All Checks, CVE

FX TN o T P ¥ o

Group By: None v

FRIEC) (PEIDSS) (POIBSERS) Community 150D t
PCIDSS (POIDSSE24 | SWIFT SWIFTCSPA1 50 504D
MIST  MIST SPA0G-107

Bracade Filire Channel Security Best Practices 1500105

PCIDSS) (POIDSSR®) C1s Convral O Conwol 165 CIS Con
CISA  CISAAlertTAI7-156  Cisco Imglermerntation Guide
Deferise Infors ency [DISA} The Center for Int
FRIEC) (PEIDSS) (POIDSS2N) Comrmunity t
PCIDSS) (POIDSS10S) 150 150D ISOVIEC 27001 A
FREC) (PEIDSS) (POIDSSENY) 10 1S0ACC27001  1SOVIEC
PEIESS) (PEIDSSSN) Coounity  1S0/ICC 27040 | €IS Cant
CIS Windows Server Denchmark  ISO/ICC 27040 SANS

FREC) EPCIDSSE IRQIESS RS  Comirmunity

FREC) EPCIDSSE IRQIESS RS  Comirmunity

PCRDSS) BPDIDSSEN Cisco Secur

o

PCIDSS SWIFT  ©

PCIDSS (POIDSS 3.8 (IS Com O Conwrol 16,5 CIS Con

g

ert TA17-156  Cisco Imglementation Guide

FRECY SPCIDSSE SRQIESS 2N  Comirmunity

FRIEEY 1=0/10C 27040 (SECIRulSAFEE

PCIDSS) IPOIDSSHESEY C15 Conrol  CIS Contral 16 (MIST

CVL-2019-3924

CVL-2019-3924

CVL-2019-3924

CVL-2019-3924

']
A

Severity

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

INFO

ERROR

ERROR

WARNING

WARNING

WARNING

WARNMING

ERROR

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING
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('\ CONTINUITY Configuration @

SOFTWARE

Data Security Advisor = Security policies

Policies
Principles
Labels

Checks

Custom checks 5 cis All checks associated with CIS Controls will be executed 40 @
Admin

6 CVE D5A searches for known storage vulnerabilities and exp... 1 @O

7 Community BP Checks based on expert forums and user feedback Comemunity 32 [ o]

3 1SCAIEC All checks associated with 150 standards will be executed 150 ISOAEC17799 | IS0/EC 17739 11.5.1 | S0ACC 177391515 | 50ACC 27001 | ISOVIEC 27001 44 @O

1 Iy Checks My DSA checks will be executed Braeade Filire Channel Security Best Practices  FALC  PCIDSS PCIDSS 10 PCIDSS 104 POIDE 72 @O

2 NIST All checks associated with NIST guides will be executed NIST 5P 14 MWIST  NISTIR7366 WNISTSPEOD-107  NIST SPEO0-123  MISTSPADI1T1 NIS 55 [ »]
Add

4 PCIDS! All checks associated with PCI D55 will be executed PCIDSS  POIDSS 10 POIDSS 104 POIDSS 105 PCIDSS 107 PCIDSS123E  PCOIDSS21 F 45 [ @]
Edit

g Wendor All checks associated with vendor security guides or artic... (Ereeste Filie ERains Sy Best Paclices) £ vinc CIS Windows Serve 3 @O
Delete
Disable

Edit customizable parameters
View related principles

Assign additional items

1of8items & G Show |5D V| 14 |'| | > 1




Parameters for policy "NIST"

Princdiple

Account lockout duration

Account lockout duration

Account lockout enforcement for admin
Account lockout threshold

Account lockout threshold

Account lockout thresheld

Account lockout threshold

Account lockout threshold

Account lockout threshold

Antivirus server redundancy
Antivirus server redundancy
Approved OS release

Audit log configuration (Log content)
Audit log configuration (Log content)
Audit logging is enabled

Audit logging is enabled

Audit logging is enabled

Authorized (secure) time source servers are us...

Anthnrizaed icarira) tirme crnrre cariars ara o

selected 1 of 215 items (&

Package

DSA-Isilon
D5A-Cisco
DSA-Brocade
DSA-NetApp
DSA-NetApp
DSA-Brocade
DSA-Isilon
DSA-Hitachi
D5A-Cisco
DSA-NetApp
DSA-Isilon
DSA-Isilon
DSA-Brocade
D5A-Cisco
DSA-MNetApp
DSA-NetApp
DSA-NetApp

DSA-Brocade

NCaA_Nats NAamain

Check name

KO30DIOMP295: Minimum account lockout dur...
K031910MP295: Minimum account lockout dur...
K030410MP295: Lockout enforcement for admin
K020210MP295; Account lockout threshold (7-...
K020210MP295: Account lockout threshold (cD...
K030410MP295: Account lockout thresheld
K030DIOMP295: Account lockout thresheld
K031010MP295: Account lockout threshold
K031910MP295: Account lockout threshold
K170300M0230: Antivirus server redundancy (...
K170D00MO230: Antivirus server redundancy
KO90D00OMP130: OS5 version check
K0104100P160: Event types enabled for audit ...
K0119100P165: Event types enabled for audit |...
K01020000144: Audit logging status (7-Mode)
K01020000145: Security audit logging - read-o...
K01020000145: Security audit logging - read-o...

K05040000660: Approved NTP Servers

KNENCINMDANS: Bamirad MTD carmmars

Parameter

Lockout duration (Isilon time)
Account lockout duration

Enable admin lockout

Maximum failed login

Maximum failed login

Account lockout threshold

Max login attempts

Max login attempts

Lockout threshold

Minimum number of vscan servers
Minimum number of ICAP servers
Approved version

Requirad filtars (event classes)
Required Logger Types

Enable audit logging

Audit read-cnly API

GET Audit logging required for interfaces

Approved NTP Servers

Ramnirard MTD carmars

Group By: None v

String: 15m

Positive Number: 13

Number: 1

Number:

Number:

Number: 2

Mumber:

Number: 3

Positive Number: 2

Number: 2

Number: 2

String: N/A

String: ZONE,SECURITY, CONFIGURATION, FIRM?Y
String: console,menitor,linecard,loopback,logfl.
String: on

String: on

String: CLIL,ONTAPIHTTR.5SNMP

10.92.4,55|
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Add Security policies

Name

Description

Include labels (RegEx Exclude labels (RegExp)

Labels (0)

nfiguration Guide
.4 CI5 Control 14.4

ontrol 165 (15 Controdl 44 CIS Centrol 4.5

€15 Contrel 6.5 €15 Control 8. €15 Control 5.4

Scope rules (automatic assigned)

ems in

Additional items (directly assigned)




