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Is your storage environment verifiably secured?

Cyberattacks. The consensus is they are inevitable. 
Increasingly, enterprise storage environments are targeted 
by cyberattacks and ransomware. Yet, the security 
configuration of data storage systems has been overlooked. 

Traditionally, security professionals have paid special 
attention to operating systems and networks and hardened 
those endpoints located in the environment’s outer 
perimeter. This was believed to sufficiently protect the inner 
core, where storage systems reside and petabytes of 
mission-critical data are stored. 

New types of ransomware target critical storage systems. 
Recently, Kaspersky identified a new type of ransomware 
attack targeting Network Attached Storage (NAS) that 
“poses new risks for backup data usually stored on devices. 
With NAS largely perceived as a secure technology, users are 
often unprepared for the possibility of infection, putting their 
data at higher risk.”1 A successful attack targeting backup 
data storage would disable the organization, cutting off 
customer access to applications and services.

The realization that storage is vulnerable is also seen in the 
recent U.S. Securities and Exchange Commission (SEC) risk 
alert2 which warned financial firms that their inconsistent use 
of security features was putting customer records and 
information in network storage at risk, resulting in weak and 
misconfigured security settings which could lead to 
unauthorized access to key, confidential data. Properly 
protecting data and storage systems is now mandated by 
government regulators throughout Europe, the U.S. and 
much of the world.

Bottom line. The growing sophistication and success of 
malicious actors make it urgent for enterprises to take 
protective steps to safeguard their high-value data assets 
located on storage devices – which, if compromised, deleted, 
or held for ransom, would cripple the entire enterprise.

Hackers have proven they can gain entry into “protected and 
secured” networks. The enterprise’s crown jewels reside in 
vulnerable inner-core data storage systems.
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1 Kaspersky finds ransomware now targeting back-up data. Dec. 2019     
2  SEC - Safeguarding Customer Records and Information in Network 

Storage. May 2019    
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Security Posture and Vulnerability Management for Storage
Uncover Hidden Security Risks to Critical Data Systems and Protect High-Value Data Assets
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Introducing Data Security Advisor™ - 
Securing data storage systems

Data Security Advisor™ addresses the challenges of securing 
vulnerable data storage systems in any type of IT 
environment. It automatically scans the enterprise data 
storage system configurations and checks for security 
misconfigurations and vulnerabilities including violation of 
vendor security best practices; organizational security 
baseline configuration requirements; ransomware protection 
guidelines; and, non-compliance with information security 
standards. It informs the relevant IT teams of violations and 
how to repair them in order to close the security gaps that put 
critical data systems at risk.

https://usa.kaspersky.com/about/press-releases/2019_kaspersky-finds-ransomware-now-targeting-back-up-data
https://www.sec.gov/files/OCIE%20Risk%20Alert%20-%20Network%20Storage.pdf
https://www.youtube.com/channel/UC-MKS9i18K4Y35u6qDsUwOQ
https://twitter.com/ContinuitySoft
https://www.facebook.com/continuitysoftware/
https://www.continuitysoftware.com/
https://www.linkedin.com/company/continuity-software
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Data Security Advisor is built on the foundation of proven
technology used by major enterprises worldwide

Security Posture and Vulnerability Management for Storage
DATA SECURITY
A D V I S O R

An enterprise-grade solution  

Data Security Advisor enables enterprises to scan thousands 
of target storage systems in multiple locations and rank 
detected risks in terms of urgency and business impact, 
supplying detailed information such as the affected service, 
application, datacenter, etc. Comprehensive guidance for 
repairing the risks is automatically delivered to the relevant 
teams and business/service owners.

The solution’s built-in plugins and APIs enable enterprises to 
seamlessly integrate with vulnerability management systems 
enabling a complete view of all security gaps and 
vulnerabilities, and prioritization of repairs according to their 
business impact. It integrates with the enterprise’s ITSM 
tools such as ServiceNOW and others to facilitate automatic 
incident generation and assignment for remediation. 

About Continuity Software

Founded in 2005, Continuity Software helps the world’s 

leading organizations, including 6 of the top 10 US banks, to 

achieve resilience in every type of IT environment. Our 

solutions proactively prevent outages and data loss 

incidents on critical IT infrastructure. As a result, unplanned 

infrastructure outages are reduced by an average of 80% 

and configuration errors are resolved before they turn into 

costly service incidents. Our proven technology and 

methodology now encompasses cyber resilience. Our 

solutions protect mission-critical data residing in vulnerable 

storage systems against cyberattacks, prevent data loss, 

and ensure data recoverability.

The Data Security Advisor dashboard provides a cyber 
resilience health score for critical data assets.

Meet security best practices and comply with 
information security standards

Enterprises must follow security best practices and comply 
with regulations in the face of constantly changing 
component configuration which puts critical storage systems 
holding high-value data assets at risk. 

Data Security Advisor analyzes the configurations of data 
storage systems, searching for vulnerabilities that pose a 
security risk to critical data. It compares the configuration 
information against our knowledgebase of vendor security 
best practices; community-driven best practices; security 
baseline requirements (built-in and custom); ransomware 
protection guidelines; and, information security standards 
(NIST special publications, ISO/IEC, PCI DSS, FFIEC, HIPAA, 
and others). Violations of best practices, guidelines and 
standards are automatically and proactively detected.

The solution facilitates a repeatable, trackable, and ongoing 
vulnerability assessment process, demonstrating compliance 
with all relevant regulations.

Support all enterprise data storage systems 

Data Security Advisor scans the different systems collectively 
known as the storage environment, including storage arrays 
(SAN, NAS, Object); storage virtualization systems; data 
protection systems; storage management hosts; storage 
networking; and more. The solution is vendor-agnostic and 
provides out-of-the-box support for multiple enterprise 
solutions and models from vendors such as Dell EMC, IBM, 
HPE, Cisco, Brocade, Hitachi, NetApp, Infinidat, and others. 
Data Security Advisor supports the overall security posture 
of data storage systems.

Automatically validate security baseline 
configurations

In addition to industry and vendor best practices, each 
organization follows its own set of security requirements 
congruent with its own needs. Data Security Advisor scans 
and analyzes the organization’s storage system 
configurations and compares them against customized 
security rules. The solution looks for vulnerabilities that 
can put critical data systems at risk, such as compliance 
checks for SAN zoning, user and password management, 
permissions, access-lists, services, protocols, storage / file 
system, and more. 

https://www.continuitysoftware.com/
https://www.linkedin.com/company/continuity-software
https://www.facebook.com/continuitysoftware/
https://twitter.com/ContinuitySoft
https://www.youtube.com/user/AvailabilityGuru
https://www.youtube.com/channel/UC-MKS9i18K4Y35u6qDsUwOQ
https://twitter.com/ContinuitySoft
https://www.facebook.com/continuitysoftware/
https://www.continuitysoftware.com/
https://www.linkedin.com/company/continuity-software

