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Introduction 

Hidden risks are inevitable in any IT environment  

As the IT landscape grows in size and complexity, it is practically impossible for all IT teams to ensure 100% 
adherence to vendor best-practices in all areas of your production and High Availability environments.  

In addition, ongoing and frequent configuration changes across all layers of the IT infrastructure inevitably result in 
variability and inconsistency in cluster and High Availability setups, introducing risks that often remain hidden until 
disaster strikes. 

About this eBook 

While some cluster vendors provide limited monitoring capabilities for their specific solutions, 
AvailabilityGuard/Cluster covers the entire cluster infrastructure — including storage, networking, OS configuration, 
cluster resources and service groups as well as all leading clustering software — providing a single point of control 
over your high availability readiness.  

This eBook highlights ten of the top high availability risks identified by AvailabilityGuard/Cluster in leading 
datacenters worldwide, including information about risk cause, potential impact, and suggested resolution.   

http://www.continuitysoftware.com/availability-health-check/
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#1: Incomplete Storage Access by Cluster Nodes 
The Problem:  

A file system “Mount” resource is defined in the cluster, 
however one of the underlying SAN volumes is not 
accessible to the passive cluster node. 

The Reason:  

A new SAN volume was added to the active cluster 
node but inadvertently was not configured on the 
passive node of the cluster. 

The Impact:  

Unsuccessful cluster failover resulting in downtime. 

The Resolution:  

Map the newly added SAN volume to the passive 
cluster node. 
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#2: SAN Fabric with a Single Point of Failure 
The Problem:  

A single point of failure exists on the I/O path from a 
server to a storage array. All paths go through a single 
FC Adapter, SAN Switch, or an array port. 

The Reason:  

Maintaining path redundancy across multiple layers 
(hosts, switch network, arrays) is a challenge due to 
high complexity. Coordination issues among different 
teams or human errors may result in: 

• Incorrectly defining only a single path or 
multiple I/O paths on the same FC adapter. 

• Connecting host FC adapters to a single switch 
(or to multiple switches that are connected to a 
single switch).  

• Mapping a storage volume to a single port on the 
disk array front-end director. 

 

 

The Impact:  

Any component failure on the path from the server 
to the storage array will lead to an outage, resulting 
in a higher downtime risk. 

The Resolution: 

Configure multiple I/O paths that use different FC 
adapter, SAN switch, and array port. 

 

http://www.continuitysoftware.com/availability-health-check/
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#3: Business Concentration Risk in the Private Cloud 
The Problem:  

A particular business service relies on a group of 
virtual machines, all running on the same physical host.  

The Reason: 

Over time, virtual machines may move from one host to 
another (either manually or automatically) and end up 
running all on the same host, resulting in a single point 
of failure. 

The Impact: 

A single host failure could completely shut down a 
critical business service. 

The Resolution: 

Spread virtual machines across different hosts.
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#4: Erroneous Cluster Configuration 
The Problem:  

A cluster is configured to mount a file system; however, 
the mount point directory does not exist on all of the 
cluster nodes. 

The Reason:  

A new file system was added or changes were made to 
the mount point directory for an existing file system on 
the active node. Similar changes were not performed 
on the passive node. 

The Impact:  

Unsuccessful cluster failover resulting in downtime. 

The Resolution: 

Add the missing mount point directory on the passive 
cluster node. 
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#5: No Database File Redundancy 

The Problem:  

A best practice to avoid a single point of failure is to 
create several instances of the control file and each of 
the transaction log files (redo log and control file 
multiplexing). Multiple instances of the control files or 
transaction log files are stored on a single unprotected 
disk, creating a single point of failure. 

The Reason:  

Database team has no visibility into the entire end-to-
end data path (database – host – storage). 

The Impact:  

Higher risk of downtime and data loss due to 
unavailable database file.  

 

 

The Resolution: 

Move control files or transaction log files to a different 
file system so that each file will be stored on a separate 
file system and disk. 

 

 

http://www.continuitysoftware.com/availability-health-check/
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#6: Unauthorized Access to Storage 
The Problem:  

A business service server has unauthorized access to a 
storage device connected to another business service 
cluster.   

The Reason:  

An FC adapter (also known as HBA) was removed from 
a retired server and installed in another production 
server. This server now has access to storage volumes 
previously used by the retired server. There is no 
simple way to manually detect this hidden risk when 
reusing the HBA.  

The Impact:  

Data corruption and downtime. 

The Resolution: 

Re-configure storage zoning appropriately.  
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#7: Network Configuration with a Single DNS 
The Problem:  

A production server is configured with a single Name 
Server. 

The Reason:  

A DNS server was replaced but the Directory Service 
Settings were not updated to reflect the change. 

The Impact: 

Higher risk of downtime due to a single point of failure: 
name resolution will fail if the single connected Name 
Server becomes unavailable. 

The Resolution: 

Update the Directory Service settings file to reflect the 
correct DNS server configuration. 
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#8: Geo Cluster with Erroneous Replication Configuration 
The Problem:  

The cluster controls storage replication between local 
and remote nodes using a Device Group. The Device 
Group does not include all the SAN volumes used by 
the active node. 

The Reason:  

A new volume was added to the active node but Device 
Group definitions were not updated accordingly. 

The Impact:  

Upon cluster failover, replication will not be stopped 
for SAN volumes not included in the Device Group. As a 
result, the target SAN volumes will not be accessible to 
the remote node and the application will fail to start. 
Furthermore, data may be corrupted on the target SAN 
volumes. 

 

The Resolution: 

Refresh the configuration of the storage Device Group 
and include any missing storage volumes. 
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#9: Inconsistent I/O Settings 

The Problem:  

While the active cluster node is configured with four 
I/O paths and load-balancing for shared SAN volumes, 
the passive node of the cluster is configured with only 
two I/O paths and no load-balancing. 

The Reason:  

I/O multipathing configuration may change 
dynamically and may be affected by changes in 
network infrastructure. Limited visibility into I/O 
multipathing may result in a hidden misconfiguration. 

The Impact:   

Significant performance degradation and possible 
service disruption upon failover. 

The Resolution: 

Configure additional I/O paths on the passive node and 
set the I/O policy to load-balancing. 
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#10: Host Configuration Differences between Cluster Nodes 
The Problem:  

The cluster nodes are not aligned in terms of installed 
products and packages, kernel parameters, defined 
users and groups, DNS settings, and other 
configuration options. 

The Reason:  

With the high complexity and frequent updates 
common to software and hardware products, it is easy 
to miss a change and fail to keep all cluster nodes with 
the same configuration. 

The Impact: 

Upon failover, applications may fail to start or not 
function as expected. 

The Resolution:  

Install or upgrade hardware and software components 
to close the gaps between the cluster nodes. 
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Sign up for a  
Service Availability Assessment 
 

• Find hidden risks that can jeopardize  your 
data center 

• Test your environment against a database of 
5,000+ documented availability risks 

• Get actionable recommendations that will 
help you eliminate availability risks before 
they impact your business 

 
100% of the companies that have performed the 
assessment uncovered vulnerabilities that were 
previously undetected! 
 
Sign up today 
 
 
 
 

 
 
 

 

 
About Continuity Software  
 
Continuity Software is a leading provider of 
Service Availability Management solutions.  
 
Our software helps many of the world’s largest 
organizations mitigate downtime and data loss 
risks by monitoring production and HA/DR 
environments to detect hidden vulnerabilities and 
gaps.  
 
Using our solutions, you will be confident your 
service availability and data protection goals can 
be met on a consistent basis. 
 
For more information 
   
Website: www.continuitysoftware.com    
Email: info@continuitysoftware.com   
Tel: 1-888-782-8170 or +1-646.216.8628  

http://www.continuitysoftware.com/availability-health-check/
http://www.continuitysoftware.com/availability_assessment
http://www.continuitysoftware.com/
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