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Management Summary 
A disaster recovery (DR) system for an enterprise is like a parachute in that people depend on it to 

work at the moment it is needed.  Imagine jumping out of an airplane at 13,000 feet and freefalling 
toward the earth.  The jumper accelerates until reaching terminal velocity – about 120 miles per hour – 
and the ground below draws nearer by the second.  He pulls the rip cord to open the parachute that will 
carry him gently to the ground.  If it is slow to deploy, perhaps by a few seconds, that is alright because 
there is a margin of error.  But if the chute is a few minutes late to deploy, well, no one wants to think 
of that eventuality.  A parachute must work fully when it is needed, similar to a disaster recovery 
system.  Too little or too late is not acceptable. 

Continuity Software’s RecoverGuard is a software tool that ensures remote replication DR systems 
work reliably.  You may be surprised to know that even expensive, sophisticated DR systems suffer 
from reliability issues caused by day-to-day changes in the IT environment.  In the course of normal 
maintenance and expansion, administrators make configuration changes to servers, storage, databases, 
and networks.  If a change at the production site is not immediately and precisely applied to the target 
site, a DR gap or vulnerability results that may cause the affected applications not to restart in the event 
of a failover.  Like the parachute that is several minutes late to deploy, applications that are late to 
restart can have a large negative financial impact on an enterprise.  

Read on for details about how RecoverGuard closes the gap on disaster recovery. 

Disaster Recovery Gaps 
A DR system enables business operations to resume quickly in the event of a system failure or 

disaster, such as a fire, flood, or power outage.  A system typically involves replicating data in real 
time1 from a production data center (source) to a remote site (target) with standby servers, storage, and 
networks.  If the production data center fails, the remote site can take over operations until the problem 
is fixed, at which point it transfers back to the production site.  This setup provides data and system 
redundancy as well as geographical remoteness to protect against local and regional disasters. 

The challenge is to maintain the DR system in 
a continuous state of readiness.  Why is this so 
difficult?  Because routine changes in the IT en-
vironment can create DR gaps or vulnerabilities 
that hinder the failover process.  The production 
and remote data centers must be configured 
similarly for a smooth failover.  If not, it falls out 
of tune like a guitar and a harmonious transition 
cannot occur. 
                                                 
1 Synchronous or asynchronous replication 
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Examples of DR gaps include: 
• The passive node on a cluster is not mapped to 

the correct disk volume, so an automatic 
failover stalls. 

• The replication of a multi-volume file system or 
database is not synchronized; hence, the data on 
the replicas is not consistent.   

• Multi-volume databases or file systems use 
different replication technologies and/or storage 
systems.  The result is slower application 
performance and remote disk volumes that are 
not in sync (i.e., not consistent). 

• Some disk volumes containing database data 
files are replicated to the remote site while 
others are not.  In this case, the database is not 
fully protected and a restart on the remote site 
may fail. 
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• Some of the replicated volumes associated with 
a file system or a database are mapped to the 
wrong host, which can lead to data corruption 
as well as a failed restart. 

• A standby host server is incorrectly configured 
for accessing storage devices, network file 
systems, domain server, etc.  Upon failover, the 
standby host will not have access to the data or, 
in the worst case, will corrupt the replicated 
data. 

• A host server is mapped to storage volumes that 
have not been accessed in a long time and, in 
fact, are no longer needed.  Perhaps they were 
once used for testing and development.  These 
devices can be reclaimed and reused. 

• The data in a multi-volume file system or data-
base is not stored in the same RAID type or 
volumes are not configured with the same 
number of storage paths.  Like the weakest link 
in a chain, application performance will slow 
according to the slowest volume in the group. 

(The last two are not DR gaps per se, but examples 
of inefficiency that RecoverGuard can detect.) 

DR gaps are correctible, but you first must 
know they are there.  This is not easy to do in a 
complex and evolving enterprise IT environment.  
Although replication methodologies and tech-
nologies are mature, tools for change manage-
ment in such environments are lacking and, in 
many situations, several technologies are used 
concurrently, making it difficult to manage 
changes smoothly and spot DR gaps.  Periodic 
testing and auditing are too costly and infrequent 
to ensure constant state of DR readiness.   

RecoverGuard 
RecoveryGuard by Continuity Software a 

software tool that automatically exposes DR 

gaps, so enterprises can correct them and greatly 
improve their ability to recover from a disaster.  
RecoverGuard periodically and automatically 
scans storage, servers and clusters, databases, and 
replication solutions.  It maps dependencies and 
generates a graphical topology of the environ-
ment.  Then, it checks the results against a know-
ledge base of over a thousand vulnerability signa-
tures, which is continually updated by Continu-
ity’s research lab and distributed to customers.  
RecoverGuard’s output is a list of specific vul-
nerabilities ranked by severity.  It provides a 
holistic dashboard view so administrators can 
manage the process of closing DR gaps. 

Additionally, RecoverGuard provides a view 
into storage and SAN utilization, so enterprises 
can improve utilization and better leverage their 
IT investments. 

In the first release, RecoverGuard supports: 
• All mainstream server platforms except main-

frames 
• All mainstream databases 
• EMC and NetApp storage systems 

The following release will also include IBM, 
HDS, and HP storage systems.  The price of 
RecoverGuard is based on the number of server 
CPUs – $2,000 per CPU, at list price. 

Benefits to the Business 
Placing a value on a solid, reliable DR sys-

tem is difficult because, when it is needed, it is 
virtually priceless.  It can literally save the busi-
ness in the event of a fire, flood, storm, outage, 
massive system failure, and the like.  Like wear-
ing a seatbelt in a car or buying a life insurance 
policy, one hopes it is not ultimately necessary, 
but common sense says it is better to be safe than 
sorry.   

Conclusion 
If your enterprise is spending hundreds of 

thousands or millions of dollars on DR tech-
nology, you want to know it will work fully when 
it is needed.  However, DR gaps and vulnerabil-
ities can hinder its ability to perform a failover.  
The worst part is that you often 
do not know they are there until 
it is too late.  We highly recom-
mend considering a solution like 
Continuity Software’s Recover-
Guard that enables you to dis-
cover and correct DR gaps.  It 
can ensure the effectiveness of 
your DR investments and safe-
guard your business. SM
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